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Abstract. Sensor networks are large scale networks consisting of several
nodes and some base stations. The nodes are monitoring the environment
and send their measurement data towards the base stations possibly via
multiple hops. Since the nodes are often battery powered, an important
design criterion for sensor networks is the maximization of their lifetime.
In this paper, we consider multi-domain sensor networks, by which we
mean a set of sensor networks that co-exist at the same physical location
but run by different authorities. In this setting, the lifetime of all networks can be increased if the nodes cooperate and also forward packets
originating from foreign domains. There is a risk, however, that a selfish
network takes advantage of the cooperativeness of the other networks
and exploits them. We study this problem in a game theoretic setting,
and show that, in most cases, there is a Nash equilibrium in the system, in which at least one of the strategies is cooperative, even without
introducing any external incentives (e.g., payments).
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Introduction

Multi-hop wireless sensor networks will be the near future’s most powerful monitoring applications. These networks contain a large number of sensor nodes
and some base stations which are collecting the information that the sensors
measure. Sensor networks can be used for environmental monitoring (e.g., forest
fire or earthquake detection), tracking of cars or material (e.g., freight transport,
traffic monitoring), or monitoring the state of buildings [1].
An important design criterion for sensor networks is the minimization of
the sensors’ energy consumption. The reason is that sensors are often battery
powered, and it is impractical, or in some cases, even impossible to change or
recharge their batteries once they have been deployed. It is known that the
energy consumption of transmitting a data packet is a super-linear function of
the distance of the transmission. Practically, this means that, as far as energy
consumption is concerned, it is more advantageous to transmit a packet in several
small hops than to transmit it in a single large hop. Hence, if there are numerous
sensors near to each other then they could transmit the packets together and by
doing so, they can increase the lifetime of their batteries radically.

In today’s research of sensor networks it is generally assumed that all the
sensors and base stations belong to one authority that can control the whole
network. In this paper, we depart from this common assumption, and consider
sensor networks that are deployed at the same physical area, but controlled by
different authorities. In such a situation, the sensors that belong to one authority
may reduce their transmission energy even further if their packets are forwarded
by sensors that belong to another authority; an act that we call cooperation.
There is a risk, however, that the sensors belonging to the other authority are
not willing to help and they drop the foreign packets.
We study this problem in a game theoretic setting. The main question we are
interested in is the following: Can cooperation emerge spontaneously in multidomain sensor networks based solely on the self-interest of the nodes (or more
precisely the authorities to which the nodes belong)? To put it in another way: Is
the objective of increasing the lifetime of the network enough to foster cooperation between co-located sensor networks? Our analytical and simulation studies
presented in this paper show that in most cases, the answer to these questions
is affirmative.
The rest of the paper is organized as follows. In Section 2, we show some
cheering analytical results on a simplified model. In Section 3, we extend the
simple model to a more realistic one, and we present our simulation results. In
Section 4, we report on some related work. Finally, we conclude in Section 5.
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Simplified model

We start to study the problem of spontaneous cooperation in a simplified model.
We assume that there are only two sensor networks that co-exist at the same
physical location, and each of them consists of a single base station and a single
sensor. The placement of the base stations and the sensors is illustrated in Figure 1.
Now, we describe the operation of this simple system. We assume that time
is divided into discrete time slots. In each time slot, each sensor wants to send a
single data packet to its own base station, which contains its measurement data.
We also assume that data packets are equal in size.
The packet can be sent to the base station directly in a single hop, or via the
other sensor in two hops. Thus, at the beginning of each time slot every sensor
has to decide the following:
– whether to request the other sensor to help in forwarding its own packet, or
not, and
– whether to help in forwarding the other sensor’s packet if it requests help,
or not.
The decision made by the sensor defines its move in the time slot. Hence, we
have four possible moves, each of which is denoted by a pair of letters as follows:
CC means that the sensor tries to get help from the other sensor and helps if
the other sensor requests it;

2
1

1

α

1

1

1

Fig. 1. Simple network

CD means that the sensor tries to get help from the other sensor but it refuses
to help if the other network requests it
DC means that the sensor does not ask for help, but it sends its packet directly
to its base station, however, it helps if the other sensor requests forwarding;
DD means that the sensor does not ask for help from the other sensor, and does
not help if the other sensor request forwarding.
In fact, C stands for cooperation and D stands for defection, and the first letter
of the move defines how the sensor behaves concerning its own packet, and the
second letter defines how it behaves when the other sensor’s packet is concerned.
For instance, making the move CD means that the node tries to cooperate when
sending its own packet, but defects when the other sensor asks it to forward its
packet.
Each pair of moves has a cost for both sensors, which are shown in Table 1.
The costs are related to the energy consumption of the sensors and they are
determined as follows:
– asking the other sensor to forward the packet has a unit cost, because this
only requires to send the packet to a unit distance.
– forwarding the other sensor’s packet also has a unit cost for similar reasons;
– sending the packet directly to the base station has a cost of 2α , where α
is the path loss exponent with usual values between 2 and 5, because this
requires to send the packet to a distance of two units;
– dropping a packet has no cost.
We note that we are aware of the fact that in reality the cost of communication
does not only depend on the distance, but there are also fix costs associated with
the reception and the transmission of packets. In this simplified model, we set
aside these fix costs.
The cells of Table 1 contain not only the costs for the two sensors, but also
indicators of success, where 1 means that the packet reached the base station

CC
CD
CC
2, 2 ;1, 1 2, 1 ;0, 1
CD
1, 2 ;1, 0 1, 1 ;0, 0
DC 1 + 2α , 1;1, 1 1 + 2α , 1;1, 1
DD 2α , 1 ;1, 0 2α , 1 ;1, 0

DC
1, 1 + 2α ;1, 1
1, 1 + 2α ;1, 1
2α , 2α ;1, 1
2α , 2α ;1, 1

DD
1, 2α ;0, 1
1, 2α ;0, 1
2α , 2α ;1, 1
2α , 2α ;1, 1

Table 1. Costs and successes in the simple network (cost of row player, cost of column
player; success of row player, success of column player)

(success) and 0 means that it did not (failure). As an example let us consider the
pair of moves CC − CD. In this case, the first sensor tries to send its packet via
the other sensor, but the other sensor will drop it. On the other hand, the other
sensor’s packet will be sent via the first sensor to the base station successfully.
Hence, the cost of the first sensor is 2 (1 for asking for forwarding its own packet
and 1 for forwarding the other’s packet), and the cost of the other sensor is 1
(the cost for asking for forwarding). Moreover, the first sensor records a failure,
while the other one records a success.
We assume that the sensors record the results (success or failure) of the last
few time slots in a buffer that we call history. One can think of the history as
a binary vector of a fixed length. We assume that each sensor’s next move is a
function of its history. We call this function the strategy of the sensor.
Here we make an important restriction on the strategy space (set of possible
strategies). We assume that each sensor wants to keep the weight of its history
(i.e., the number of successful slots in the recent past) above a threshold, which
we call the weight threshold. Intuitively, this means that we do not want to allow
too many unsuccessful slots in the history, because that would mean that the base
station does not receive measurement data with high enough rate (characteristic
to the application). Therefore, when the weight of the history approaches the
weight threshold, the sensor is not allowed to make risky C∗ moves (i.e., CC and
CD), but it is required to send its data directly to the base station (i.e., to make
a D∗ move). This situation is called the constraint state. Using strategies that
suggest D∗ moves in the constraint state guarantees that the weight threshold
is never violated.
Note that a longer history with a lower weight threshold results in a system
with more freedom. On the other hand, a shorter history with a higher threshold
results in a much stricter system.
Each sensor has some initial battery B. In each time slot, the battery levels of
the sensors decrease. The amount of this decrease depends on the pair of moves
made in the time slot and their associated costs. When a sensor runs out of its
battery, it dies. The other sensor can continue to send data to its base station if
it still has some battery.
Note that the above mentioned concepts describe together an extensive game,
where the players are the sensors, the possible moves (made simultaneously by
both players) in each round (except for the constraint states) are CC, CD, DC,

DD, the information sets are defined by the content of the histories, and the set
of strategies are the functions that assign a move to every possible history with
the restriction that only D∗ moves are assigned to a history that represents a
constraint state. The game ends when both sensors run out of their batteries.
The payoff of a player is its lifetime, which is represented by the number of
rounds it survived. Lifetime is a good payoff function while the authorities want
to run their network as long as possible with some constraints on their success.
Once we have a game, we can look for Nash equilibria with the highest
possible lifetime. A Nash equilibrium is a strategy pair such that none of the
players can increase its utility by unilaterally changing its strategy. It is quite
reasonable to choose one of these Nash equilibria as an operating point in real
systems. If there are more then one Nash equilibria, the equilibrium with the
highest lifetimes is chosen.
In order to make the analysis feasible, we further restrict the strategy space.
Let us consider first the two-step strategies. These strategies suggest a fix move if
the player is not in a constrained state (independently of the actual weight of the
history), and another fix move if the player is in a constrained state. A two-step
strategy is denoted by m/m′ , where m is the move chosen in an unconstrained
state and m′ is the move chosen in a constrained state. For instance, the strategy
CC/DD selects CC in an unconstrained state and DD in a constrained state.
Therefore, we have eight two-step strategies, because in a constrained state only
D∗ moves are possible.
We performed an exhaustive search on this strategy space (there are 8 × 8 =
64 pairs of strategies to consider), and looked for Nash equilibria. We found that
CC/DD and CD/DD dominate the other strategies. The CC/DD strategy is
a cooperative strategy, while the CD/DD is an uncooperative one. By eliminating the dominated strategies, we get a reduced game. The lifetimes for the
sensors in this reduced game are shown in Table 2, where ρ denotes the weight
threshold, and B denotes the initial battery level. ǫ1 and ǫ2 comes from transient states like starting and ending the game. There are two Nash equilibria:
(CC/DD, CC/DD) and (CD/DD, CD/DD). The first one results in full cooperation, while the second one results in full defection. However, if ρ > 31 (and
α ≥ 2 which is a fundamental condition in our model), then the cooperative
equilibrium results in a higher lifetime for both players.

CC/DD
CD/DD

CC/DD
B
; B2
2
B
B
+ ǫ1 ; ρ2α +(1−ρ)
ρ2α +(1−ρ)

CD/DD
B
B
; ρ2α +(1−ρ)
+ ǫ1
ρ2α +(1−ρ)
B
B
+
ǫ
;
+ ǫ2
2
ρ2α +(1−ρ)
ρ2α +(1−ρ)

Table 2. Best lifetimes with two-step strategies (lifetime for row player; lifetime for column player), B initial battery, ρ weight threshold, α path loss exponent, ǫ1,2 transient
states

A more interesting class of strategies are the weight aware strategies. These
strategies choose the next move as a function of the weight of the history. Thus,
a weight aware strategy can be represented as m1 /m2 / . . . /mk , where m1 is
the move that is chosen when the weight of the history is maximal, and mk is
chosen when the weight of the history is just above the weight threshold. k is a
parameter whose value depends on the history size and the value of the weight
threshold. This class contains more complex and more reactive strategies.
After running 20 different exhaustive simulations, with different parameter
sets, we found that the strategy that achieves the best Nash equilibrium is always the same: (CD/CD/ . . . /CD/CC/DD). We call it the smart strategy. The
smart strategy tries to ask for help in the first steps (the CD moves, which are
cheap moves), but provides help (the CC move before the DD move) only in
a state when the weight threshold is nearly violated in the hope that its nice
behavior will be reciprocated. In other words, the smart strategy first tries to
exploit the other. If this is successful, then it will never cooperate. However, if
the other strategy is not exploitable, then it will change to a cooperative behavior. In the long run, the strategy keeps the actual weight of the history near to
the weight threshold, which means that it cooperates only as much as necessary.
This turns out to be a very effective behavior to save battery and leads to a
rational cooperation.
In summary, we can see that in the simplified model, which contains two base
stations and two sensor nodes, cooperative Nash equilibria exist based on smart
strategies that try to optimize the amount of cooperation. In the next section
we will investigate if the same is true in a more general model.
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Generalized model

After the cheering results of the simplified model in Section 2 we have examined
much bigger and more complex systems. We have developed a simulator that
corresponds to the model described in the first part of Section 2 with some
extensions.
The generalized model uses many sensors per authority randomly placed on
the playground with uniform distribution. The possible moves are the same as
those in the simplified model, but in the generalized model each pair of moves
has a cost that depends not only on the distance of the transmissions and the
path loss exponent α, but also on some fix costs associated with the sending
and receiving of packets. The fix cost of sending and the fix cost of receiving are
constant values, which represent the energy consumption for connecting to the
communication channel and to process the packets.
The principle of routing in the model is finding the minimum energy path
towards the base station [9]. This means that every node has to forward on the
path which has the minimum energy cost among all the possible paths. Every
node maintains three paths: one in its own network (for the defective moves)
and two in the global network (i.e., where all the nodes are possible forwarders).
The global network paths are maintained for being able to make cooperative

moves. The two distinct cooperative paths are towards the two base stations.
These three paths can be the same depending on the placement.
Both networks have a threshold value (success threshold) which defines the
minimum number of packets that the base station has to receive in each time
slot, and the time slot is considered successful only if at least that number of
packets reach the base station. The lifetime of a network is the total number
of time slots that elapsed until the weight of the history becomes zero. The
objective of the game is to reach the best possible lifetime under the constraint
that the weight threshold of the history has to be respected.
Example: In an office building it is usual to deploy temperature and movement sensors. The temperature sensors measure the actual temperature and
forward it to the air conditioning system. The movement sensors gather information about which zone is visited or abandoned and forward it to the security
system. The two systems ask for information regularly (once in every second)
but it is not crucial to get the information in every time slot. The temperature
can be controlled and the security can be guaranteed with enough accuracy if
some of the measurements are successful (let us say three out of the last five).
The systems can work properly if they get enough measurement data in a time
slot. While the sensors are usually deployed redundantly a given proportion can
execute the task (let us say 80 % of the sensors). If the given proportion of data
is arrived to the control systems, then the missing information can be deduced.
We have investigated two main type of scenarios. In one of them (common
base scenario), there is a single common base station that collects the information
from all of the nodes (independently from the authority they belong). In the other
(separate base scenario), both networks have their own base stations. In the
common base model, the base station is placed in the middle of the playground,
while in the separate bases model, the base stations had the same distance from
the theoretical middle of the playground.
We performed 100 simulation runs for each parameter set with different topology. The concrete values for the simulations are shown in Table 3. The values
in parenthesis are the defaults. For each run we made an exhaustive search in
the strategy space to find the best strategy pairs (i.e., those that form a Nash
equilibrium and generate the highest lifetimes).
In the extended model, it is not so easy to determine which equilibrium is
a cooperative equilibrium. Two strategies can act in a cooperative way in case
of one topology and in an uncooperative way in case of another topology. In
other words, the topology and the strategies both can influence the cooperation.
Therefore, we classified the equilibria into the following three classes:
– Class 0: If the networks play strategies that form this type of equilibrium,
then neither of them ever forwards a packet for the other. (no cooperation)
– Class 1: If the networks play strategies that form this type of equilibrium,
then one of them forwards some packets for the other. (semi cooperation)
– Class 2: If the networks play strategies that form this type of equilibrium,
then both of them forward some packets for the other. (full cooperation)

Parameter
Number of sensors per domain
Distribution of the sensors
Area size
Position of the base (common base)
Position of the bases (separate bases)
Initial battery
Reception fix cost
Sending fix cost
Success threshold
Weight threshold
History length
Energy drop-off (α)

Value
10-20-40 (20)
uniformly random
100x100 m
[50,50]
[45,50] and [55,50]
10 million units
3000 units
2000 units
0.7-0.8-0.9 (0.8)
0.6
5
2-3-4 (3)

Table 3. Parameters for the simulations (the parameters are motivated in the example
and in [7])

If the game had more than one best Nash equilibria, then we considered the
most cooperative ones (i.e., those that have the highest class number).
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Fig. 2. Distribution of equilibrium classes (number of nodes per domain = 10 (black),
20 (gray), 40 (white))

The simulation results are shown in Figures 2, 3, and 4. In each figure, the
left hand side chart shows the results of the common base scenario, and the
right hand chart shows the results of the separate base scenario. On the x axis,

we show the equilibrium classes (0, 1, 2), and on the y axis, the percentage of
simulations where the best Nash equilibria fell in a given equilibrium class.
Figure 2 shows how the distribution of the different equilibrium classes depends on the number of nodes. One can see that in most cases the best Nash
equilibria result in some kind of cooperation, although semi-cooperation has a
higher probability than full cooperation.
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Fig. 3. Distribution of equilibrium classes (α = 2 (black), 3 (gray), 4 (white))

Figure 3 shows how the distribution of the different equilibrium classes depends on the path loss exponent α. If α is high, then full cooperation is the best
choice, because it costs a lot of battery energy to send to a far sensor. If full
cooperation occurs, then the average sending distance is smaller, which is very
advantageous when the path loss exponent is large.
Figure 4 shows how the distribution of the different equilibrium classes depends on the success threshold. One can see that the success threshold does not
have much influence on the distribution. If the success threshold is higher, than
a little more fully cooperative Nash equilibria occur, but the success threshold
seems to be a not as important parameter as the path loss exponent or the
number of nodes.
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Related work

There are several articles that address the problem of cooperation in ad hoc
networks (see e.g., [2, 3, 6]). However, these papers deal with the question of how
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Fig. 4. Distribution of equilibrium classes (success threshold = 0.7 (black), 0.8 (gray),
0.9 (white))

cooperation can be encouraged by the introduction of some incentives (e.g., payments or reputations). Thus, indirectly, all these papers assume that cooperation
cannot emerge by itself, but it must be stimulated. In contrast to this, we study
spontaneous cooperation in this paper.
Cooperation without incentives has been studied in [8], but there are important differences between that paper and our work. First, the authors of [8] study
cooperation in ad hoc networks, while we are considering cooperation in sensor
networks. Second, in [8], the nodes are collected into energy classes, which represent the heterogeneity of the nodes, whereas in our model, the nodes have equal
resources. Finally, in [8], randomly chosen pairs of nodes communicate with each
other, while in our case, every sensor communicates with the base stations.
In [4], the authors study the conditions under which cooperation (without
incentives) is the best strategy in static ad hoc networks. Unlike the model
in [8], their model takes into account the topology of the network. The main
difference between [4] and our work is that energy consumption of the nodes is
not considered in [4], whereas it has a central role in this paper. In addition, in
[4], the nodes communicate with each other in a peer-to-peer manner, while we
are considering sensors communicating with base stations.
The paper of Félegyházi et al. [5] stands most near to our work. In that paper, the authors investigated exactly the same problem as we do in this paper,
nonetheless, their model and simulator is remarkably different from ours. First,
in their model the payoff received after a successful round (in which enough sensors managed to send their data to the base station successfully) is a subjective
value that represents the importance of a successful round for the given autho-

rity. In our case, there are no payoffs after the rounds, but instead the lifetime
of the network is the payoff received at the end of the game. Second, in this paper, we introduce a constraint on the available moves after a certain number of
unsuccessful rounds. This guarantees that a minimum level of quality of service
is maintained in the network (i.e., base stations do receive data from sensors
at least with a predefined rate), which indeed is a very important practical requirement. In [5], no lower bound on the success rate is guaranteed. Finally, we
define the notion of lifetime differently: for us a network is dead when a certain
percentage of its nodes die, while in [5], the death of the first node means the
death of the whole network.
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Conclusion and future work

In this paper we examined if cooperation is possible without the usage of incentive mechanisms in multi-domain sensor networks. First, we analyzed a simple
network consisting of two sensors and two base stations, and found that in this
simple setting, the best Nash equilibria (where the lifetime of the sensors is the
highest) consist of cooperative strategies. Then we generalized our model from
two nodes to many nodes, and used a two dimensional layout. We classified equilibria into non-cooperative, semi-cooperative, and fully cooperative. We found
that in most cases, the best Nash equilibria belong to the cooperative classes.
Especially, in the case when the path loss exponent is large, full cooperation is
the best strategy.
In terms of future work, we intend to study more in detail how the distribution of the different equilibrium classes depend on the parameters the density and
the topology. If this dependence can be characterized precisely, then it becomes
possible to engineer cooperation by fine-tuning the parameters and adjusting the
topology (if the application permits that) appropriately.
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